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Switch Layer 3 C6 quan ly Cho Doanh Nghiép

GWN7811(P) - GWN7812P - GWN7813(P)

Dong GWN7810 la cac switch mang dugc quan ly Lép 3 cho phép cac doanh nghiép vira va Ién xay dung mang doanh
nghiép théng minh, cé hiéu suat cao, an toan, va cé kha nang mé rong, hoan toan co6 thé quan ly dugc. Dong san
phdm ho trg VLAN nang cao dé phan doan luu lugng linh hoat va phirc tap, QoS nang cao dé uu tién héa luu lugng
mang, IGMP/MLD Snooping dé t&i uu hoa hiéu sudt mang va cac kha nang bao mat toan dién chéng lai cac cuéc tan
cobng tiém tang. Cac model PoE cung cdp dau ra PoE déng thong minh dé cdp ngudn cho dién thoai IP, camera IP,
diém truy cap Wi-Fi va cac diém cudi PoE khac. Dong GWN7810 c6 thé dugc quan Iy theo nhiéu cach, bao gbm giao
dién ngudi dung Web cuc bd cla switch dong GWN7810 va CLI, giao dién dong Iénh. Dong san pham ciling dugc hé trg
b&i GWN.Cloud va GWN Manager, nén tang quan ly mang dam may va tai ché clia Grandstream. Dong GWN7810 la
cac switch mang dugc quan ly cdp doanh nghiép c6 gia tri tdét nhat cho cac doanh nghiép vira va Ién.
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8/16/24 c6ng Gigabit Ethernet Kiém soat ngudn thong minh Hb trg trién khai trén mang
va 2/4 cong 10Gigabit SFP+. dé ho trg phan b6 ngudn PoE/ IPV6 va IPv4 '
PoE+ déng cho moi cong dGi ’
vGi cac model PoE. Céac cong
1-8 trén GWN7813P hé trg

PoE++.
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Kiém tra ARP (ARP B diéu khién tich hdp dé QoS tich hgp cho phép
Inspection), Bdo vé Ngudn quan ly switch; GWN. uu tién hoa luu lugng

Cloud va GWN Manager,

IP (IP Source Guard), chéng nén tAng quan Iy mang mang.
tan cong DoS, bao mat dam may va tai ché cua
cong & DHCP snooping. Grandstream.
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Giao thirc mang

IPv4, IPv6, IEEE 802.3, IEEE 802.3i, IEEE 802.3u, IEEE 802.3ab, IEEE 802.3z, IEEE 802.3ae, IEEE 802.3x, IEEE 802.3af/at/bt, IEEE 802.1p, IEEE
802.1Q, IEEE 802.1w, IEEE 802.1d, IEEE 802.1s, IEEE 802.3az, |IEEE 802.3ad, IEEE 802.3AB, IEEE 802.1p, IEEE 802.1D, IEEE 802.1x

C8ng Gigabit Ethernet 8 16 24
~ . . 2 4
Cng 10Gigabit SFP+ Luu y: H6 trg cdp DAC, va phai c6 dd dai < 5m
SM-10G: 2 SM-10G: 4
N MM-10G: 2 MM-10G: 4
S6 lwvong Module dugc ho tro toi da RJ45-10G: 2 RJ45-10G: 2
Luu y: Cac module RJ45-10G phai dugc cdm cach quang
Céng Console 1
S6 Iugng c8ng PoE / | 8 16 / | 24
Link Aggregation 5 10 14
Ngudn dy phong bén / / / 12V/5A(60W) 54V(300W)
ngoai (RPS)
Cong suat dau ra tdi da méi cdng PoE / 30W 30W / 60\;\/&/\}?;;;;”
Téng cdng suit dau ra PoE t8i da / 120W 240W / 360W
Tiéu chuén PoE / IEEE 802.3af/at IEEE 802.3af/at / IEEE 802.3af/at/bt
Céng phu 1x L& Reset
Forwarding Mode Store-and-forward
Total non-blocking throughput 28Gbps 56Gbps 64Gbps
Switching Capability 56Gbps 112Gbps 128Gbps
Forwarding Rate 41.644Mpps 83.328Mpps 95.232Mpps
Packet Buffer 12MB
Network Latency <4ps

Switching

+ 16K dia chi MAC tinh, déng va loc

« Giao dién do VLAN
* GVRP (sap co)

* 4K VLAN, VLAN dua trén c6ng, gan thé VLAN IEEE 802.1Q, voice VLAN

+ Cay bao trum (Spanning tree), 32 instances cho STP/RSTP/MSTP

Routing

+ Binh tuyén tinh

« Dinh tuyén dong, bao gdbm RIP, RIPng, OSPF va OSPFv3
+ Pinh tuyén theo chinh sach (dang phét trién)

Multicast

*IGMP Snooping
* MLD Snooping
* MVR (dang phat trién)

QoS/ACL

+ Uu tién theo céng
* Anh xa murc d uu tién

« Traffic shaping
* Rate limit
* 2K ACL for Ethernet, IPv4 and IPv6

*Lap lich hang dgi, bao gom: SP, WRR, WFQ, SP-WRR, SP-WFQ

DHCP

DHCP server, DHCP relay, DHCP Option 82, 60, 160 and 43

Maintenance

CPU and memory monitoring, SNMP, RMON, LLDP&LLDP-MED, backup and restore, syslog, diagnostics including Ping, Traceroute, port
mirroring, UDLD (TBD) and copper test

Security

*Xac thuc 802.1X

*Loc dia chi MAC

*DHCP Snooping

+Xac thuc AAA, bao gom: RADIUS, TACACS+
*Kiém soat bao broadcast (Storm Control)
*Céch ly c6ng, bdo mat cdng, gan MAC tinh (Sticky MAC)

+IP Source Guard, ngan chan tan cdng DoS, kiém tra ARP

*Quan ly ngudi dung theo phan cap va bao vé bang mat khau, Ho6 trg HTTPS, SSH, Telnet

*Bdo vé vong |ap bao gom: Bdo vé BPDU, bao vé root (dang phat trién), bdo vé loopback (dang phat trién)
*Hb trg khe khéa bdo méat Kensington (Kensington Lock)

L3p dat

DE ban, treo tudng hodc gan tl rack (bao gobm bd gia gan tu rack)

Peén LED hé thong

1x tri-color LED for device tracking and status indication

Peén LED ngudn / \ / / 2x bi-color LEDs for per power supply PWR&RPS

Peén LED truyén dir liéu 10x green-color LEDs 20x green-color LEDs 28x green-color LEDs
Pén LED cap ngudn PoE / 8x yellow-color LEDs 16x yellow-color LEDs / 24x yellow-color LEDs

Quat / / 2 / B
Mbi truen Nhiét d6 va dd am hoat dong: Nhiét do: tir 0°C dén 45°C, D6 am: tir 10% dén 90% RH (khong ngung tu)
g Nhiét d6 va dé am luu trir: Nhiét do: tir -10°C dén 60°C, D6 dm: tlir 5% dén 95% RH (khdng ngung tu)
Kich thuérc 330mm(L)x176mm(W)x44mm(H) 440mm(L)x200mm(W)x44mm(H) 440”")2&??2&”;”\’\/)
Trong luong thiét bi 1.45Kg | 2.17Kg 3.03Kg | 2.94Kg 4.69Kg
1x Switch

1x 1.2m(10A) AC Cable

1x 25cm Ground Cable

4x Rubber Footpads

Noi dung déng goi

1x Power Cord Anti-Trip

8x Screws (KM 3*6)

1x Quick Installation Guide

1x Console Cable(Optional)

2x Extended Rack-Mounting Kits

2x Rack-Mounting Kits

/

‘ 1x RPS, External Redundant Power Supply (Optional)

Tuan tha

FCC, CE, RCM, IC, UKCA
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Tinh nang & Loi ich

Kha nang xtr ly manh mé cho doanh nghiéps

- Dinh tuyén bao gdm dinh tuyén tinh, dinh tuyén déng va dinh tuyén
theo chinh séch dé thuc hién giao tiép dit liéu dinh tuyén gitta cac
phan doan mang khac nhau. Bon gidn han, hiéu qua hon va dang tin
cay hon.

« Méy chui va Relay DHCP d€ gén dia chi IP cho cac méy chii trong mang

« GVRP dé thuc hién phan phdi, dang ky va truyén thudc tinh VLAN
dong, gidm khoi lugng cau hinh thi cong va ddm bao tinh chinh xac
clia cu hinh.

* QoS, bao gobm Uu tién Cong, Anh xa Uu tién, Lap lich Hang dgi, Binh
hinh Luu lugng va Gidi han Téc do.

« ACL d@é thurc hién loc cac géi dit liéu bang cach cdu hinh cac quy tac
khdp, cac hanh dong xUr Iy va lich trinh thai gian, va cung cap cac
chinh séch kiém soét truy cap linh hoat.

* IGMP Snooping va MLD Snooping dé dap (ng nhu cau giam sat video
HD da diém va hoi nghi video.

« IPv6 dé dap ng nhu cau chuyén déi mang tir IPv4 sang IPv6.

Co ché phong chéng bdo mat da l&p

« Bang MAC tinh, bang MAC dong dé cho phép truyén di liéu va loc
bang MAC dé trénh cac cudc tan cong mang.

« Loc gdi tin dua trén viéc lién két dia chi IP, dia chi MAC, VLAN va c6ng.

- Dynamic ARP Inspection dé bdo vé chéng lai cac cudc tin cong gia
mao ARP va tran ARP nhu gid mao céng vao, tan cong xen gilfa, v.v.
pho bién trong moéi trudng LAN.

- IP Source Guard dé ngan chan viéc gid mao dia chi bt hap phap bao
gom gia mao IP/MAC/VLAN va IP/VLAN.

* Phong chéng tan cong DoS, bao gobm Land Attack, Smurf Attack, TCP
SYN Attack, Ping Flooding va hon thé nita.

« X4c thuc 802.1X, RADIUS, AAA, TACACS+ dé cung cap chirc nang xac
thuc cho cac thiét bj LAN.

« HO trg bdo mat cong. Khi sé lugng dia chi MAC ma mot cong hoc
dugc dat dén murc t6i da, nd s& ty dong duagc dat & trang thai 16i (
error-down) hodc ngimg hoc dé ngan chan tan cong dia chi MAC va
kiém sodét luu lugng mang clia céng.

+ HO trg DHCP Snooping. Chi cho phép cac géi DHCP tir cac cong tin
cay dé gitr an toan cho moi trudng DHCP clia doanh nghiép.

Bdo vé d6 tin cay da dang

« STP/RSTP/MSTP dé dam bao hdi tu nhanh, cai thién kha nang chiu 16i,
dam bao mang 6n dinh va cung cdp can bang tai lién két va du
phong.

« ERPS (sép c6), phat hién vong l&p dé xéc dinh va loai bd cac vong lap
trén mang.

« VRRP (sap c6) dé giam thiéu thai gian chét mang do 16i c6ng vao.

- GOp lién két (Link aggregation) dé tang bang thong, cai thién dd tin
cay va can bang tai.

- Kiém soét bao (Storm control) dé ngan chan gian doan luu lugng do
cac gbi tin quang ba, da hudng hoac mot s6 gdi don hudng nhat
dinh.

Kha nang cdp ngudn PoE (Chi hd trg dong GWN7810P)

+ Cap ngudn PoE va tuan thi cac tiéu chudn IEEE 802.3af/at/bt dé
déap (ng yéu cau cap ngudn PoE cho gidm sat an ninh, hoi nghi am
thanh va video, phti séng khong day va nhiéu kich ban khac.

+ HO trg thiét 1ap khodng thdi gian do ngudi dung xac dinh dé kiém
S0&t viéc cdp ngudn clia cdng PoE trén giao dién Web GUI.

- Thiét 1ap uu tién cho cac cong PoE. Khi ngudn dién con lai khong dd
, N6 s& cdp ngudn cho cac céng dua trén mirc do uu tién.

+ Ngudi dung c6 thé cdu hinh cdng suét t6i da cho phép trén mbi
céng. Gidi han t6i da la 30w méi céng, tham chf 1a 60W cho mét s6
cong.

- Dam phan ngudn dong thong qua LLDP-MED.

Quén ly va bdo tri dé dang

- Dugc quan ly bang Web GUI, CLI (Console, Telnet, SSH) va SNMP (v1

N2C/N3).

+ Gidm sét viéc sir dung CPU va bo nhd. HO trg cac cdng cu mang

pho bién nhu Ping, Traceroute, UDLD(TBD) va Copper Test dé phan

tich cac van dé mang.

« HO trg RMON, Syslog, thdng ké luu lugng va sFlow (sdp c6) dé téi uu

hdéa mang.

« LLDP va LLDP-MED @& tu dong phét hién, cap phép va quan ly cac

thiét bi dau cudi.

- Dugc quan ly bdi GWN.Cloud va GWN Manager.

IPv4/IPv6 Dual Protocol Stack

« Giao thurc dinh tuyén IPv4, bao gdm dinh tuyén don hudng IPv4 dé
dap Ung cac nhu cau mang khac nhau.

+ Giao thtrc dinh tuyén IPv6, bao gbm dinh tuyén don hudng IPv6 dé
dép (ng cac nhu cau mang khac nhau.

« HO trg mdi trudng lai IPv4, IPV6 hodc IPv4/IPV6.
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